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Abstract:

Background of study: SQL injection attacks continue to pose a significant risk to online systems. Traditional rule-
based detection regularly fails to identify emerging or disguised attack vectors. Deep learning holds significant
promise for robust detection, yet few studies rigorously compare model types or examine how to convey detection
results as actionable security advice for developers.

Aims and scope of paper: Building on this gap in existing research, this study tests three deep learning models for
detecting SQL injection: Convolutional Neural Network (CNN), Bidirectional Long Short-Term Memory (BiLSTM),
and DistilBERT. The best model is then utilized in a tool that provides developers with risk assessments, warnings
about unsafe patterns, and examples of secure queries.

Methods: To achieve this, a dataset of 30,919 labeled SQL queries was preprocessed using normalization, syntax
validation, and stratified splitting (70/15/15). A dual tokenization approach enabled fair comparisons between
architectures. Models were trained using Adam/AdamW optimizers and evaluated for accuracy, precision, recall, F1-
score, AUC-ROC, and MCC.

Result: Among the tested models, DistilBERT set the performance benchmark, achieving 99.8% accuracy, 99.9%
precision, 99.5% recall, and a false positive rate of just 0.1%. CNN and BiLSTM showed strong results, but proved
weaker against obfuscated or distributed attacks. The SQL Security Advisor system converts model predictions
directly into actionable guidance for developers.

Conclusion: In conclusion, our findings indicate that DistilBERT detects SQL injections more effectively than CNN
and BiLSTM, particularly when attacks are complex or hidden. By combining detection, explanation, and repair, this
approach helps bring research closer to real-world use and supports developers in building more secure systems.

Keywords: BILSTM; CNN; Deep Learning; DistilBERT; Security Advisory; SQL Injection.

1. INTRODUCTION

Structured Query Language (SQL) serves as the
foundation for modern data-driven infrastructure,
including applications in banking, healthcare, e-
commerce, and cloud-native systems (Dritsas & Trigka,
2025). Its widespread use has made it a popular target
for assaults, notably SQL injection (SQLi), which
remains one of the most serious dangers to online
applications (Chakir & Sadqi, 2025) (OWASP
Foundation, 2025). Traditional rule-based detection
systems, such as input sanitization, keyword
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blacklisting, and Web Application Firewalls, have been
used to mitigate these threats, but they are brittle when
confronted with obfuscated or evolving payloads,
frequently producing false positives that undermine trust
in protective systems (Bhupathiraju, 2025). These
constraints jeopardize the security, integrity, and
availability of mission-critical databases, emphasizing
the need for more flexible solutions.

To overcome these disadvantages, new research has
focused on machine learning and deep learning
algorithms for SQL. detection and reporting, which have
enhanced generalization and resilience when compared
to traditional methods. For example, convolutional
neural networks (CNNSs) extract strong features from

affiliations query structures (Muduli et al., 2024), while
' bidirectional long short-term memory networks
(BiLSTMs) capture contextual and sequential
BY _SA dependencies (Takyi et al., 2025). Furthermore,
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transformer-based models, such as DistilBERT, utilize
semantic representations to detect sophisticated
payloads (Liu & Dai, 2024). Despite these advances,
current research often prioritizes raw detection accuracy
over practical factors, such as inference latency,
reproducibility, and actionable recommendations for
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developers (Floris et al., 2025) (Zivkovic & Jovanovic,
2024).

What remains unexplored is a thorough evaluation of
different designs using a single pipeline that not only
detects dangerous queries but also recommends secure
query options. Consequently, without such direction,
security systems may signal vulnerabilities without
supporting developers in their repair, thereby limiting
their real-world effectiveness. To address this gap, this
study bridges these needs by creating and testing a
unified framework for detecting SQL injections and
optimizing queries. Specifically, three deep learning
models CNN, BiLSTM, and DistilBERT are utilized in
a six-step pipeline that encompasses data collection,
preprocessing, feature engineering, model building,

training, assessment, and deployment. Beyond
detection, the system includes recommendation
generation, providing developers with actionable

solutions for replacing problematic queries with secure
alternatives.

This study makes three distinct contributions. First, it
compares CNN, BiLSTM, and DistilBERT for SQLi
detection under consistent conditions. Second, it adds an
integrated advisor system a suggestion engine to bridge
the gap between threat identification and proactive
security policies. Third, it provides a framework that is
both replicable and expandable, making it suitable for
both academic study and industry applications. Guided
by these aims, this effort is motivated by three primary
research questions, which are detailed below for clarity.

1. Can a single deep learning framework identify
SQL injections while also providing developer-
centric guidance on crafting secure and efficient
queries?

2. How can architectural decisions, such as
tokenization techniques and model selection, be
optimized to deliver high detection accuracy while
remaining practical for deployment in latency-
sensitive environments?

3. Isit possible to close the detection remediation gap
by converting model outputs into interpretable,
rule-based suggestions that retain semantic intent
while eliminating vulnerabilities and
inefficiencies?

Research on SQL injection detection and query
optimization has advanced in stages. Early defenses
used rule-based systems. Lexical analysis with taint
tracking (Gomes et al., 2025) and syntactic validation
with Web Application Firewalls (Shaik & Manoharan,
2025) were effective against known attack signatures,
enabling real-time filtering. (OWASP Foundation,
2025) consistently ranks SQL injection as one of the top
web security risks, supporting the use of these methods.
However, these systems needed frequent manual
updates and were often bypassed by obfuscation
strategies. This limited their effectiveness in changing
environments.

In response to the limitations of rule-based systems,
researchers advanced toward machine learning models

that relied on statistical patterns rather than static rules.
Classical supervised approaches, such as Random
Forests and Support Vector Machines, produced
encouraging results with F1-scores above 0.90 in several
benchmarks (Chen et al., 2025) (Yetunde et al., 2025).
Nevertheless, these methods depended heavily on
handcrafted features, making them expensive to scale
and vulnerable to dataset bias. Deep learning
technologies accelerated this trajectory by learning
hierarchical representations of queries directly from
data. For example, LSTM-based models have captured
sequential relationships within SQL statements (Takyi
et al., 2025), while convolutional neural networks
(CNNs) excel at extracting n-gram features and achieve
accuracies exceeding 98% on benchmark datasets
(Muduli et al., 2024). Despite their progress, both
designs struggled with lengthy and complex queries,
which reduced their effectiveness in real-world traffic
conditions.

Building on these foundations, more recent research
explored sophisticated designs and hybrid strategies. For
instance, graph-based models such as NL-GCN, paired
with FastText embeddings, achieved near-perfect
identification rates (Gupta et al., 2025). Similarly, query
dependency graph-based GNNs showed promising
detection accuracy (Vangapandu et al., 2025). In
addition, transformer-based approaches, notably BERT
variations, introduced semantic understanding to SQL
detection. Hybrid BERT-LSTM architectures with
obfuscation-aware preprocessing achieved F1-scores
above 0.97 (Liu & Dai, 2024), while ensemble
techniques, such as BERT combined with AdaBoost or
regex-ML hybrids, consistently produced accuracies
above 99% (Souza et al., 2024) (Zivkovic & Jovanovic,
2024). Collectively, these results demonstrate the
growing maturity of deep learning algorithms while also
highlighting trade-offs between performance and
computational cost. The availability of open datasets,
such as the SQL injection dataset by (Sajid576, 2021),
has further enabled consistent benchmarking and
reproducibility across studies.

Beyond detection, research efforts expanded to
investigate system robustness and adaptability. In this
context, adversarial training techniques, such as
gradient-free payload generation (Floris et al., 2025) and
poisoning-resistant neural networks (Al-Mallah &
Quintero, 2025), have improved resilience under
adversarial conditions. However, these methods often
rely on synthetic datasets without sufficient validation in
production environments. Furthermore, domain-specific
adaptations, such as embedding Random Forest
classifiers into healthcare applications (Mariettou et al.,
2025), demonstrated feasibility in real-time systems but
were narrowly scoped. Parallel research in performance
optimization introduced innovations such as learned
cardinality estimation (Yi et al., 2025), reinforcement
learning for join selection (Keshireddy, 2025), and
intelligent cost-performance tuning for big data
analytics (Lyu, 2025). Complementary work explored
cost-based query optimization for large-scale ERD
designs (Lubis et al., 2025), efficient cardinality
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estimation for distributed systems (Mahin, 2025), and
the integration of Al-driven methods to enhance query
processing in professional software development
environments (Swaroop, 2025). These studies improved
query efficiency but often overlooked direct links to
SQL injection security.

Taken together, this body of literature demonstrates
significant progress in SQL injection detection and
performance optimization. Nonetheless, across all
stages, three recurring limitations persist: detection and
optimization are typically treated separately; predictions
rarely translate into actionable recommendations; and
deployment factors such as scalability, inference
latency, and interpretability remain underexplored.
Motivated by these gaps identified in earlier research
stages, the current study integrates CNN, BiLSTM, and
DistilBERT into a cohesive framework that addresses

|

both detection and optimization, while also delivering
secure recommendations to guide developers in practice.

2. MATERIAL AND METHOD

This study employed a systematic approach to ensure
that SQL injection detection and query optimization
were valid, reliable, and reproducible. The platform
combines thorough data gathering, advanced
preprocessing, multi-architectural deep learning models,
and rigorous assessment methods. Three architectures,
namely CNN, BiLSTM, and DistilBERT, were utilized
to detect fraudulent SQL queries and generate secure
suggestions. The procedure was divided into six steps:
data collection, preprocessing and feature engineering,
model construction, training, assessment, and
deployment. To provide methodological clarity, Figure
1 depicts a schematic overview of the process, including
the sequential flow and relationships between its key
components.

SQL Query Input
User Interface

l : l

L I

BILSTM Model

Multi-Model Ensemble |

DistilIBERT Model

]

¥ 1

!

Model Evaluation

l Performance Comparison ‘

Figure 1. Comprehensive System Architecture for Multi-Model SQL Injection Detection.

The dataset was obtained from a publicly accessible
Kaggle repository specifically designed for SQL
injection detection (URL:
https://www.kaggle.com/datasets/sajid576/sql-

injection-dataset/data, accessed April 5, 2025). It
included over 30,000 structured SQL query examples
labeled for binary categorization. Two types of queries
were defined: benign questions, such as conventional
SELECT or UPDATE commands, and malicious
queries, which included injection methods, obfuscation,
time-based payloads, or enumeration efforts. Each

record included both the SQL query and the binary label.
The dataset was well-balanced across classes, making it
appropriate for supervised learning applications. Table
1 provides examples that illustrate the range of requests
and attack patterns. While extensive, the collection is
confined to specified signatures and may not capture all
emergent real-world risks, which is recognized in the
scope of this effort.
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Table 1. Representative samples from the SQLi Dataset.

Query Label
" or pg_sleep( TIME ) - 1
CREATE USER name IDENTIFIED BY pass123 TEMPORARY TABLESPACE 1
temp DEFAULT

TABLESPACE users;

SELECT TOP 3 * FROM serve WHERE instant = ’slow’ 0
SELECT * FROM applied 0
SELECT * FROM sharp WHERE cool = ’start” LIMIT 3 0
SELECT * FROM arm WHERE canal = "'wagon’ FETCH FIRST 3 ROWS ONLY 0

To ensure data quality and model readiness,
preprocessing was performed using Python 3.13 with
the following libraries: pandas, NumPy, scikit-learn,
Keras, and Hugging Face Transformers. Null or faulty
queries were deleted, duplicates were removed, and
SQL texts were normalized by removing extra
whitespace and standardizing quotation marks. To
ensure structural accuracy, queries were parsed and
verified using the SQL parse package (version 0.4.4).
Stratified sampling was employed to divide the dataset
into training (70%), validation (15%), and test (15%)
subsets, with class balance maintained across all
partitions.

Tokenization techniques were adapted to the model
architecture. CNN and BiLSTM models utilized word-
level tokenization on a 5,000-word vocabulary, padding
or truncating inputs to a maximum of 64 tokens.
DistilBERT tokenized subwords using Byte-Pair
Encoding, with specific classification tokens ([CLS],
[SEP]) and a maximum sequence length of 128. This
dual technique guaranteed that each model received
optimally organized input while remaining comparable.
Figure 2 shows how the identical question was handled
differently in each model.

{ Raw SQL Query J

Traditional Models

[ Word-level Tokenization ]

(Vocabulary: 5,000, Lpyax = 64)

|

.
}

‘ BIiLSTM ]

Transformer Model

[ Subword Tokenization (BPE) ]

(Max Length: 128)

A,

[ DistilBERT ]

Figure 2. Innovative Dual Tokenization Strategy Demonstrating Parallel Processing Pathways for Optimal SQL Query
Representation Across Diverse Neural Architectures.

To capture complementary viewpoints on malicious
queries, three deep learning models were implemented:
a refined DistilBERT transformer for contextual and
semantic relationships, a Convolutional Neural Network
(CNN) for local n-gram patterns, and a Bidirectional
Long Short-Term Memory network (BiLSTM) for
sequential dependencies. CNN employed global max
pooling, 1D convolution with a kernel size of 3, and 64-
dimensional embeddings.  For classification, the
BiLSTM concatenated 32 hidden units in each direction.
To maintain linguistic knowledge, DistilBERT used a
pre-trained transformer with a classification head that
was adjusted over three epochs at a learning rate of 2 x
107° (Sanh et al., 2019).

TensorFlow 2.20/Keras (CNN, BiLSTM) and PyTorch
2.8 (DistilBERT) were used to train the models on an
NVIDIA RTX 3090 GPU. Every model had a single
training session, which lasted between two and four
hours. For up to ten epochs, the CNN and BiLSTM
models employed the Adam optimizer with a learning
rate of 1073, with early termination occurring after three
validation cycles that were stationary. The AdamW
optimizer and weight decay (A =0.01) were used to fine-
tune DistilBERT, utilizing reduced batch sizes due to
memory limitations. Table 2 provides a summary of the
hyperparameters.
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Table 2. Hyperparameter configuration for CNN, BiLSTM, and DistilBERT

Parameter CNN BIiLSTM DistilBERT Optimization Rationale
Embedding Dimension 64 64 768 Balance representation capacity with efficiency
Sequence Length 64 64 128 Architecture-specific input constraints
Batch Size 32 32 GPU memory optimization
Learning Rate 1073 1073 2x107°  Architecture-specific convergence tuning
Dropout Rate 0.3 0.3 0.1 Regularization strength optimization
Weight Decay 1074 1074 0.01 L2 penalty for AdamW optimizer
Epochs 10 10 Convergence and overfitting analysis
Early Stopping 3 3 Overfitting prevention
Optimizer Adam  Adam AdamW  Architecture-specific optimization efficiency

Using scikit-learn, the evaluation used the following
metrics: accuracy, precision, recall, F1-score, AUC-
ROC, and Matthews Correlation Coefficient (MCC).
These measures, which represent the asymmetric costs
of mistakes in SQL injection detection, were selected to
strike a balance between sensitivity to false positives
and false negatives. To provide consistent comparisons
across models within computational constraints, fixed
train/validation/test splits were employed instead of
cross-validation.

A security analysis and advising mechanism was
incorporated into the framework to go beyond binary

categorization. This module utilized continuous risk
ratings and categorical categories (low, medium, high,
and critical) to transform unprocessed forecasts into
actionable insights. Critical queries were those with a
malicious probability greater than 0.9, while low-risk
queries were those with a malicious probability less than
0.5. Additionally, a rule-based anti-pattern detection
engine was employed, utilizing regular expression
analysis and string matching to identify vulnerabilities.
Table 3 enumerated the following categories: injection
vectors, time-based attacks, information disclosure,
performance inefficiencies, and structural violations.

Table 3. SQL Anti-Pattern Categories and Risk Classifications

Category

Representative Examples

Risk Classification

Classic Injection Vectors

Information Disclosure
Performance Anti-patterns
Structural Violations

OR’1’="1", UNION SELECT, ’; DROP TABLE
Time-based Attack Patterns SLEEP(), BENCHMARK(), WAITFOR DELAY
information_schema, @@version, USER()
SELECT *without WHERE, leading LIKEwildcards
Missing JOINconditions, unbalanced quotations

Critical
Critical
High
Medium
Low

To assist developers with cleanup, the system produced
secure query templates. Here, a "query template" refers
to a predefined structure for database queries that
includes placeholders for user input. For medium- and
low-risk queries, the templates were parameterized
(using variables instead of directly inserting user input)
and annotated with suggestions for secure usage. In
contrast, high-risk queries were replaced with default
safe templates, which use conservative settings to
minimize risk. This not only identified vulnerabilities
but also offered practical preventive solutions.

To ensure repeatability, all code and configuration files
will be made publicly accessible once published.

The technique provides a robust and reproducible
solution for preventing SQL injection attacks through its
integrated architecture, which combines deep learning (a
form of artificial intelligence that analyzes data
patterns), rule-based detection (a system that utilizes
predefined patterns to identify threats), and practical
guidance for developers.

3. RESULT AND DISCUSSION
3.1 Results

The three models excelled in all assessment parameters
accuracy, precision, recall, F1-score, AUC-ROC, and
MCC achieving total accuracies above 98.9%.
DistilBERT led with 99.8% accuracy, 99.9% precision,
and 99.7% F1-score, surpassing CNN and BiLSTM.
These results confirm that transformer architectures,
with their contextual representations and attention
mechanisms, outperform sequential or convolutional
models in detecting complex SQL injection patterns.
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Table 4. Comparative Performance of Deep Learning Models for SQL Injection Detection

Model Accuracy Precision Recall Fl-score AUC-ROC MCC
CNN 0.996 0.998 0.991 0.994 0.995 0.992
BIiLSTM 0.993 0.989 0.992 0.991 0.993 0.986
DistilBERT 0.998 0.999 0.995 0.997 0.997 0.995

While CNN and BiLSTM had similar results, minor
differences arose. CNN achieved high accuracy and low
latency but showed a slightly higher false positive rate,
suggesting potential issues with over-flagging harmless
queries in high-throughput systems. BiLSTM excelled
in recall, demonstrating its ability to detect real attacks,
but produced more false positives than DistilBERT.
Overall, these findings align with the existing literature,
which shows that transformer models outperform
standard deep learning models for tasks involving subtle
language patterns.

Error Analysis through Confusion Matrices

Confusion Matrices

CNN

Tru

True 1

Pred 0

Pred 1

BiLSTM

Pred 0

The confusion matrix analysis provided further insights
into class-level behaviors. CNN caused more false
positives, which might contribute to alert fatigue in
actual deployments. BIiLSTM had strong specificity
with few false positives, but it had more false negatives,
indicating that some threats were missed. In contrast,
DistilBERT achieved the best balance, with very low
rates of both false positives (0.1%) and false negatives
(0.4%). These findings support recent code security
research, indicating that transformer models are
particularly successful at identifying obfuscated or
polymorphic SQL payloads.

DistilBERT

Pred 1 Pred 0 Pred 1

Figure 3. Confusion matrices for CNN, BiLSTM, and DistilBERT Models.

Training Dynamics and Convergence

An analysis of training and validation dynamics
revealed that all models converged rapidly. CNN
attained stability during the first epoch, but BiLSTM
showed modest overfitting by the third epoch.
DistilBERT maintained a consistent validation accuracy

Training Accuracy

0.98
20.9¢-
g
s
3
£0.94
-6~ CNN
0.9%3 - BiLSTM
—#A— DistilBERT
0.

2 35
Epoch

(99.8%) while exhibiting the lowest loss values,
showing good generalization potential. Although it had
a greater per-step processing cost, its efficiency in
converging within three epochs demonstrates its
suitability for deployment where precision takes
precedence over speed.

Validation Accuracy

1 4
& 1
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E
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<0.99
-9~ ONN
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—A Disti[BERT
0 O
® 1 51

Z
Epoch

Figure 4. Training and Validation Accuracy of Models Across Epochs.

Practical Application: SQL Security Advisor

Building on DistilBERT's outstanding performance, the
SQL Security Advisor was created to illustrate a real-

world application. Beyond binary classification, the
system  offers risk stratification, anti-pattern
identification, query rewriting, and actionable
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suggestions in accordance with OWASP and NIST
criteria. This integration bridges a significant gap
between academic modeling and actual deployment,
serving as both a defensive security measure and a

© Analyze & Optimize

@, SQL Security & Optimization Report

“| Original Query:

SELECT * FROM win FETCH FIRST

¥ Security Assessment

© LowRisk Confidence: 100.0%

« Detected Issues

\. SELECT*
[ Secure Query Template

SELECT id, username, email FROM win FETCH FIRST

# Copy Template

Recommendations

[ Use explicit columns instead of SELECT * to reduce data exposure.

3 ROWS ONLY SELECT TOP 50

PERCENT *

3 ROWS ONLY SELECT

development assistance tool. As a consequence, the
findings not only verify the efficiency of deep learning
in SQLi detection but also demonstrate its ability to
shape secure coding standards.

FROM cut

TOP 50 PERCENT * FROM cut

Figure 5. Deployment Interface of The SQL Security Advisor Showing Query Analysis, Risk Assessment, Detected
Issues, And Secure Rewriting Recommendations.

3.2 Discussion

This study compared three deep learning models for
detecting SQL injection: CNN, BILSTM, and a fine-
tuned DistilBERT. All models performed well, with
accuracy above 99%. This shows that deep learning can
effectively identify injection patterns. DistilBERT stood
out, achieving 99.8% accuracy, 99.9% precision, 99.5%
recall, a 99.7% F1-score, and an MCC of 0.995. These
results show that DistilBERT is both highly accurate and
balanced. It is reliable for identifying real threats while
minimizing false alarms.

The CNN model also performed well, with 99.6%
accuracy. It trained quickly and used less computing
power. While its 99.8% precision indicates high
confidence in positive results, its recall of 99.1% was a
bit lower than that of DistilBERT. This means CNN may
miss some complex attacks. Therefore, CNN is a good
choice for situations where speed is crucial, but it may
not handle advanced attacks as effectively as
DistilBERT.

Turning to the BILSTM model, it achieved 99.3%
accuracy and a recall of 99.2%, making it highly
effective in detecting real attacks. However, its precision
was slightly lower at 98.9%, and its MCC was 0.986,
resulting in more false positives than DistilBERT. As a
result, BILSTM is suitable when missing an attack is a
greater concern than handling additional false alarms,
though it may require more manual review. Notably,
transformer-based models offer greater resilience
against obfuscated and polymorphic SQL injection
attacks, albeit at the cost of higher computational
demands. Meanwhile, CNN and BIiLSTM remain
practical options for environments where lightweight

inference is necessary. Ultimately, selecting the
appropriate model should strike a balance between
security needs and operational constraints.

3.2.1 Implications

The findings have significant implications for database
security strategies. Transformer-based architectures, for
starters, can play an important role in safeguarding
applications against emerging SQL injection attacks due
to their contextual awareness of queries. This is
especially true for current apps, as attackers commonly
utilize encoded or camouflaged payloads. Second, the
addition of DistilBERT to the SQL Security Advisor
highlights the practical value of integrating high-
accuracy categorization with real-time advising features
like risk assessment, query rewriting, and
OWASP/NIST compliance. This implies that deep
learning can progress beyond detection and become an
active component in safe software development
lifecycles.

3.2.2 Research contribution

This study provides three major additions to the
literature:

1. This is the first direct comparison of CNN,
BiLSTM, and DistilBERT for SQL injection
detection, conducted under identical
preprocessing, training, and assessment settings.

2. Transformer-based models outperform traditional
architectures in this area due to their greater
contextual modeling capabilities, rather than
relying on more data or larger models.

3. The article develops and assesses a hybrid advising
system that combines deep learning detection,
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rule-based interpretability, and automated
remediation, bridging the gap between academic
models and real-world applications.

3.2.3 Limitations

Despite its virtues, the study has certain drawbacks.
First, although the dataset is balanced between benign
and malicious queries, it may not encompass the entire
range of SQL injection techniques employed in the field,
particularly those deliberately created attacks. Second,
DistilBERT demonstrated improved accuracy, but its
higher computational cost may restrict real-time
scalability in resource-constrained situations. Finally,
the trials were conducted on a controlled dataset;
deployment in real systems may reveal new issues, such
as changing attack patterns and integration costs.

3.2.4 Suggestions
To build on this work, future studies should:

1. Future research should evaluate models on datasets
with adversarial, zero-day, or polymorphic SQLIi
payloads to ensure resilience during distribution
change.

2. Consider using model compression, quantization,
or knowledge distillation to lower DistilBERT's
inference  time  for  resource-constrained
deployments.

3. Integrate SQL Security Advisor with CI/CD
pipelines, IDEs, or database gateways to assess
influence on developer behavior and code security
in real-world applications.

4. Apply the transformer-based technique to other
injection types, such as NoSQL, LDAP, and
command injection.

5. Conduct user studies to evaluate the advisory
system's usability, trustworthiness, and
effectiveness among developers and security
teams.

4. CONCLUSION

This study demonstrates that transformer-based
architectures, specifically DistilBERT, outperform CNN
and BIiLSTM models for detecting SQL injection.
DistilBERT handles obfuscated and adversarial attacks
that often elude existing systems. It achieves an accuracy
of (99.8%) and recall (99.5%), while retaining
interpretability through hybrid integration with rule-
based checks. Previous deep learning systems were
limited by the need for rigorous tokenization or context
modeling. In contrast, DistilBERT captures semantic and
syntactic subtleties, enabling a robust and practical
solution that extends beyond detection into proactive
defense.

Beyond technical performance, the study bridges
research and practice. The SQL Security Advisor
integration demonstrates how high-performance Al can
be integrated into developer workflows. This reduces
false alarms, accelerates repair, and brings security
practices into query design. The study establishes a

reproducible baseline for future research and provides a
practical approach to current database security. It anchors
complex NLP models in usability and explainability.
Security experts and developers will note a shift: from
reactive detection to intelligent, developer-centric
defense. Transformers strengthen, not complicate,
critical infrastructure protection.
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