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1. INTRODUCTION 

Across industries like finance, cyber security, 

healthcare, industrial automation, and automated 

transportation, machine learning (ML) has become an 

integral part of the modern data-driven decision making 

process (Ige et al., 2025). ML's predictive capabilities  
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and automation potential are the primary reasons for its 

increasing use (Ahmed, 2024). ML varables though are 

very difficult to identify, and deploying a model is very 

context dependent (Theng & Bhoyar, 2024). An ideal 

working environment for ML systems does not exist 

because most environments have unpredictable and 

dynamic users and limited resources (Truong et al., 

2023). ML systems also have very hard to identify and 

hidden vulnerabilities which can lead to a high risk, 

underperforming system (Tripathi & Pandey, 2025). 

Operational environments can explain how benchmark 

datasets and controlled experimental protocols display 

such high performing benchmarks (Liao et al., 2022). As 

ML systems are applied to more and more safety and 

high risk environments, understanding, and mitigating 

those vulnerabilities is critical for the responsible 

development of artificial intelligence and the 

deployment of systems (Habbal et al., 2024). 

Even with the advancements in technique optimization 

and model calibration, deployed systems continue to 
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deployment conditions. In real-world environments, models are exposed to stressors such as label corruption, feature 
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demonstrate several unpredictable breakdown situations 

(Zhou et al., 2024). Under real-world scenarios, trained 

models will produce an inaccurate prediction with 

unstable decision edges and poorly calibrated 

confidence gauges when faced with corrupt labeling, 

missing feature sets, class imbalance, or unknown and 

ever-changing data distributions (Bauer et al., 2026). 

Specific factors contribute to the ability to not capture 

these breakdown situations. Such examples include 

missing feature sets and class imbalance towards 

previously unseen data distributions, which are rarely 

captured by traditional systems of evaluation like 

average loss or overall accuracy (Chen et al., 2024). As 

a result, models that appear to be high-performing and 

reliable during validation often turn out to be 

unfathomably deficient when applied in the real world, 

losing the high performance edge in real-world 

scenarios (Abdelkader & Csámer, 2025). This study 

looks to create a system to provide real-world data for 

the evaluation of ML models that encompasses the 

measurement, classification, and evaluation of failure 

modes due to the absence of such systems in existence 

(Wongkaew et al., 2024). 

Prior work has analyzed robustness through adversarial 

learning, noise injection, and out-of-distribution (OOD) 

detection (Li et al., 2024). Adversarial studies show that 

small changes lead to misclassification, while data 

augmentation and regularization are shown to promote 

generalization under mild noise conditions (Mumuni & 

Mumuni, 2022). Other studies look at covariate shift and 

domain adaptation to address the loss of performance 

when the training and testing distributions are different 

(Ott et al., 2022). While these studies explore different 

types of perturbations, their analyses are often limited to 

laboratory controlled single perturbation settings 

(Monfort-lanzas et al., 2025). In addition, many studies 

shift their focus to performance retention rather than 

structurally characterizing failures, which makes it 

difficult to understand the breaking points of models in 

real-world operational systems (Faddi et al., 2025). 

The second line of research looks at reliability through 

the lenses of uncertainty quantification, calibration, and 

interpretability of models (Salvi et al., 2025). Bayesian 

neural networks, ensemble methods, and calibration 

attempts to better align the predicted probabilities to the 

empirical risk (Ramesh et al., 2025). At the same time, 

explainable AI (XAI) approaches try to understand the 

models and identify anomalous behaviors of the 

predictions (Hassija et al., 2024). This illustrates how 

reliability is important beyond just accuracy. However, 

most studies still suffer from not addressing, or under-

addressing, the stressors from the deployment of the 

deployed models, particularly the multi-factor, 

compounding effects of noise, distributional drift, and 

operational parameters constraints and limitations 

(Dong et al., 2024). Furthermore, the evaluation 

protocols lack, more often than not, a comprehensive set 

of standardized taxonomies of failures, horizontal 

degradation (as opposed to vertical) comparative 

analyses across families of models, and simulations 

addressing reproducibility (as opposed to those focusing 

on the models) that mimic deployment (Smith & 

Spencer, 2024). 

Combining various studies demonstrates that although 

there has been extensive research on robustness, 

calibration, and domain adaptation, there is still an 

obvious lack of research on systematic failure mode 

analyses that take multiple varying deployment stressors 

into account in one unified evaluation framework 

(Huang et al., 2023). Particularly, there is a scarcity of 

research that aims to i) systematically simulate various 

deployment environments, ii) measure the varying 

degrees to which the functionality of different ML 

models is compromised, and iii) systematically interpret 

and categorize the breakdown behavior of models 

(Cabrera et al., 2023). This paper proposes a systematic 

failure mode analysis approach to machine learning 

reliability evaluation which entails realistic data 

deployment for research on the aforementioned gaps 

(An et al., 2024). The proposed framework is an 

integration of all the above-mentioned factors in an 

effort to diagnose the remaining hidden failure 

vulnerabilities in what are called the ‘standard’ 

benchmarks (Jung et al., 2022). 

This work departs from traditional robustness studies 

which focus on resistance to perturbations (Giacobazzi 

et al., 2024). Instead, it proposes the conceptualization 

of the failure of deployments as a phenomenon of a 

defined structure with identifiable degradation pathways 

and defined tipping points (Qiu et al., 2023). 

This work makes three main contributions. First, it 

creates a deployment-oriented evaluation framework 

that demonstrates realistic stressors such as label noise, 

feature corruption, distribution shift, and operational 

constraints. Second, it creates a taxonomy of failure 

modes in a structured way in order to classify 

breakdown behaviors by triggering conditions, 

observable signatures, and diagnostic signs. Third, it 

performs a cross-model family analysis using a multi-

metric approach to reveal degradation trends 

empirically, which go unnoticed in traditional 

benchmarking practices. 

In the remainder of this paper, Section 2 provides the 

proposed framework for failure mode analysis and 

describes the methodologies for simulating deployment 

stress. Section 3 describes the experimental design and 

evaluation methodology. Section 4 provides empirical 

data and analysis, focusing on comparative degradation. 

In Section 5, I will focus on the implications, limitations, 

and threats concerning the validity of this study. In the 

final section, I will conclude this study and pursue a 

discussion on possible research avenues. 

 

2. MATERIAL AND METHOD 

In this section, explain how the research was conducted. 

The main points of this section are: (1) type of research; 

(2) sample or object of research (who is the object or 

sample of research and tell what kind of sample method 

was used); (3) time of research (tell when, where, and 

how long the research was conducted); (4) research 
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procedures; (5) data collection techniques; (6) research 

instruments, (7) analysis plan (explain the statistical 

tests and comparisons made; ordinary statistical 

methods should be used without comment; advanced or 

unusual methods may require literature citations); (8) 

scope and/or limitations of the research used. 

An experimental simulation-based design was 

developed for this study to analyze the failure modes of 

machine learning algorithms in the presence of realistic 

deployment hurdles. The goal is to understand the 

behavior of trained models under conditions they have 

not been trained on. The entire workflow has been 

segmented for the purpose of this study into four 

primary components: data collection and the 

establishment of a baseline, model training and 

preprocessing, simulation of deployment stresses in a 

controlled environment, and evaluation of robustness 

across multiple dimensions. This systematic approach 

ensures transparency and reproducibility, while 

enabling the comparison of models. The study 

framework is designed to highlight failure behaviors 

running in a realistic environment while controlling 

training simulation failures. 

The outlined process is the overall workflow of the 

proposed Failure Mode Analysis Protocol (FMAP) and 

its components have been planned in a structured 

manner, as illustrated in the accompanying diagram 

(Figure 1). 

 

Figure 1. Failure Mode Analysis Protocol workflow robustness evaluation. 

Figure 1 illustrates the planned workflow for the FMAP 

developed for this study. The structured baseline 

training has been conducted on the defined class subsets 

of the models. The deployment stressors have been 

applied post-training for the purpose of isolating the 

impacts of the identified environmental perturbations. 

The identified performance criteria have included, 

among others, accuracy, F1-score, ROC-AUC, 

Expected Calibration Error (ECE), and Robustness 

Degradation Rate (RDR) for the defined stress levels. 

The identified failure patterns have formed basis of the 

analysis of the identified decline in performance. 

Data Source and Preparation 

The datasets utilized in this study come from the 

publicly accessible benchmark datasets for classification 

tasks in both the structured tabular and image domains. 

The datasets were chosen according to the following 

criteria: (i) the number of samples was sufficient to 

conduct progressive perturbation experiments, (ii) the 

presence of an evenly distributed number of samples of 

each class in the clean scenario, and (iii) datasets that are 

publicly available and reproducible. Samples were 

included to dataset constructions if complete feature-

label pairs in the clean configuration were available and 

were excluded if the sample was missing, or if the 

sample was incomplete at the baseline. 

For the supervised case, the labels were taken from the 

original dataset’s annotations. For the sake of 

experimental consistency, the class distributions were 

assessed prior to the stress-testing simulation. In the 

scenarios where the synthetic labels were corrupted, the 

noise was added according to a controlled probabilistic 

approach. The clean version of the dataset was the 

benchmark in which the degradation was measured 

against.

Table 1. Dataset characteristics and experimental splits used in FMAP evaluation 

Dataset 
Domain/ 

Modality 
Task Samples (N) Features / Input Size Classes 

Adult (Census 

Income) 
Tabular 

Binary 

classification 
48,842 

14 raw attributes (mixed 

numeric + categorical) 
2 

Breast Cancer 

Wisconsin 

(Diagnostic) 

Tabular 
Binary 

classification 
569 30 real-valued features 2 

Credit Card Fraud 

Detection 
Tabular 

Binary 

classification 
284,807 

30 features (V1–V28 + 

Time + Amount) 
2 
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Dataset 

Domain/ 

Modality 
Task Samples (N) Features / Input Size Classes 

MNIST Image 
Multi-class 

classification 
70,000 28×28×1 (grayscale) 10 

CIFAR-10 Image 
Multi-class 

classification 
60,000 32×32×3 (RGB) 10 

Preprocessing 

The raw inputs were subjected to standard processing 

for each type of data in the specific modality. With 

respect to the tabular datasets, preprocessing included 

the following: missing values were imputed with the 

median, feature values were scaled according to the z-

score, and one-hot encoding was used to represent 

categorical values. In image datasets, preprocessing 

included resizing the image to have the same 

dimensions, and normalizing the pixel values to a range 

of [0,1]. During the training process, this image dataset 

was subject to augmentation. 

No parameters were changed during preprocessing, 

across the various models or experimental settings, to 

minimize variability and maximize consistency. No 

perturbations were introduced during the initial training 

phase. All parameters were processed using the Python 

libraries scikit-learn and PyTorch, with deterministic 

random seeds to ensure reproducibility. 

Deployment Stress Simulation Framework 

The evaluation framework proposed handles 

perturbations in a controlled manner to simulate 

authentic deployment stress situations that operational 

machine learning systems face. Instead of suggesting a 

novel predictive architecture, this research seeks to 

create a formalized Failure Mode Analysis Protocol 

(FMAP) to capture the degradation pathways in a 

systematic manner as the operational environment 

becomes more hostile to the predictive model. The 

primary aim is to portray the operational environment as 

a devastatingly disruptive transformation of the data-

generating process and to evaluate the impact this 

transformation has on the predictive performance. 

Formally, let a trained model be denoted as 

              (1) 

where 𝜃 represents learned parameters, 𝑋 the input 

space, and 𝑌 the output label space. Let 𝐷𝑐𝑙𝑒𝑎𝑛 denote 

the empirical clean test distribution used for baseline 

evaluation. Deployment perturbations are modelled as 

transformation operators 

              (2) 

where 𝛿𝑘 represents the 𝑘-th stress configuration applied 

to the data distribution. Under perturbation 𝛿𝑘, the 

effective deployment distribution becomes 

              (3) 

Model performance under clean conditions is denoted as 

𝑅𝑐𝑙𝑒𝑎𝑛, and performance under perturbation level 𝑘is 

denoted as 𝑅𝑘. The degradation induced by stress level 

𝑘is defined as 

                       (4) 

This approach provides for the first time a clear and 

direct answer to the question on the magnitude of the 

vulnerability as a function of the perturbation. In terms 

of the framework, characterization of degradation 

pathways as opposed to a random collection of robust 

states is achieved by assessing 𝛥𝑅𝑘 at various levels of 

stress. 

A systematic approximation of deployment 

environments has led to the establishment of four main 

categories of stress: (i) noise in the labels, (ii) noise in 

the features, (iii) shift in the distribution, and (iv) 

constraints in operations. These stressors capture the 

myriad sources of the degradation of system reliability, 

including annotation mistakes, measurement noise, 

variable drift and shift in the prior distribution, 

computation precision, and reductions. Each type of 

perturbation was assigned specific parameters with 

controlled intensity in order to maintain structure in the 

comparability across models and datasets. 

It is worth mentioning that perturbations, in this case, 

were applied after training to exclude the effects of 

training on the instability and failure behavior that is 

induced by the deployment. This distinction is critical, 

because when concluding the degradation patterns, it is 

environmental stress, and not the stress of optimization, 

that yields the results. By treating deployment as a shift 

in distribution, and determining the effects of stress on 

the performance thereof, FMAP captures and easily 

explains the failure mechanisms, which commonly is 

not the case in the conventional clean-data 

benchmarking. 

To simulate stressors of realistic deployments, four 

structured perturbation types are introduced. First, 

simulated label noise was created through symmetric 

label corruption with a probability of 𝑝 ∈
{0.1,0.2,0.3,0.4} a fraction p of training labels were 

reassigned at random to different class labels. Such 

configurations model the enduring supervision 

challenges associated with the practical annotation error 

and weak supervision situations observed in large-scale 

data collection systems. Second, feature noise was 

created through Gaussian noise perturbations, which 

were added to the input features with progressively 

increasing variance. 
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This method reflects the sensor and environmental 

disturbances, as well as the inaccuracies in 

measurements, which all tend to reduce the quality of 

the data provided during deployment. For the third type, 

a distributional shift was implemented by creating train-

test mismatches through stratified perturbation of the 

features and specific adjustments of the class 

proportions, thus mimicking the covariate shift and prior 

probability drift that occur when the data operational 

data distribution changes. Finally, operational 

constraints were simulated by reduced numerical 

precision and constrained inference latency, emulating 

operational deployment in edge or embedded systems 

where the computational resources are restricted. In 

total, these perturbations offer a realistic and structured 

stress-testing framework for the evaluation of failure 

behaviour beyond the clean benchmark evaluation. The 

structured stress taxonomy and parameterization are 

summarized in Figure 2. 

 

Figure 2. Deployment stress scenario design used in FMAP evaluation.

The four different types of stressors: label noise, feature 

noise, distributional shift, and operational constraints, 

are detailed in Figure 2. Each stressor corresponds to a 

control parameter and level(s) of intensity. This 

approach gives model and data sets a level of control 

where degradation and tipping point trajectories can be 

compared across a model and data sets. 

The design captures stressors due to limitations of 

adversarial noise and a holistic approach to failures. By 

analyzing progressive degradation instead of a singular 

point, the design focuses on possible stressors and weak 

points instead of the overall robustness of the system. 

 

Table 2. Parameterization stressors used for controlled perturbation experiments 

Stress 

Category 
Simulation Method 

Control 

Parameter 
Intensity Levels Applied To 

Label noise Symmetric label flipping (p) {0.1, 0.2, 0.3, 0.4} Training labels 

Feature 

noise 

Additive Gaussian 

perturbation 
(sigma^2) [σ1, σ2, σ3, σ4] Input features/pixels 

Distribution 

shift 
Covariate + prior drift shift strength [s1, s2, s3] Test distribution 

Operational 

constraints 

Precision reduction + 

latency limit 
bits, latency [b1,b2], [t1,t2] Inference stage 

Baselines and Implementation Details 

To frame the performance, and the degradation across 

different approaches/models, a variety of learning 

families were used. The diverse model types used 

included: linear and non-linear, ensemble and deep 

learning, ensuring that the failures were due to 

architectural and not implementation factors. All the 

models were trained on the same clean training data, 

prior to the application of perturbations, in order to 

control for any operational degradation from the 

implementation. This also ensured the observed 

degradation was due to the models' inherent 

constructions and not due to any design modifications 

for robustness. All models were tested after training, 

with no additional design modifications employed to 

facilitate performance. This approach controlled for any 

additional sensitivity under stress that these architectural 

components may possess. 

The evaluated baselines encompass a variety of 

methodological families to provide a thorough and 

architecture-diverse assessment of robustness. More 

specifically, Logistic Regression was used as an 

example of a classical linear classifier, embodying low 

complexity decision boundaries, and thus, providing a 

basic benchmark. Random Forest was included as an 

ensemble-based tree model that can capture non-linear 

interactions via aggregated decision structures. A 

Support Vector Machine (SVM) was chosen to illustrate 

margin-based learning, and is particularly useful due to 
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her ability to operate in high dimensional spaces through 

the aid of kernel transformations.  

In order to analyze the sensitivity of neural networks, a 

Multi-layer Perceptron (MLP) was used, which is is a 

fully connected deep architecture that can learn 

hierarchical feature representations. For datasets that 

have an image-based structure, a Convolutional Neural 

Network (CNN) was used to enable the capture of 

spatial relations and local feature patterns through the 

use of convolutional operations. Collectively, these 

models span the linear, non-linear, ensemble, and deep 

learning domains, thus facilitating a systematic 

evaluation of the degradation of behavior under the 

stresses associated with deployment. 

Table 3. Baseline models and hyperparameter tuning ranges used for fair comparison 

Model Family 
Key 

Hyperparameters 
Search Range / Values Selection Criterion 

Logistic 

Regression 
Linear C, penalty 

C ∈ {0.01, 0.1, 1, 10}, 

penalty ∈ {l2} 
Best Val F1 

Random 

Forest 
Ensemble 

n_estimators, 

max_depth 

n ∈ {100, 300, 500}, depth ∈ 

{None, 10, 30} 
Best Val F1 

SVM 
Margin-

based 
C, kernel, gamma 

C ∈ {0.1, 1, 10}, kernel ∈ 

{rbf, linear}, gamma ∈ 

{scale, auto} 

Best Val F1 

MLP Deep (FC) hidden, dropout, lr 

hidden ∈ 

{[128],[256],[256,128]}, 

dropout ∈ {0,0.2,0.5}, lr ∈ 

{1e-4,1e-3} 

Best Val F1 

Experimental Setup 

Using stratified sampling to maintain class distribution, 

data was split into training, validation, and test sets 

comprising 70%, 15%, and 15% respectively. For 

robustness validation, each experiment was conducted 

five times independently and each was assigned a 

different random seed. The deep learning models were 

trained with the Adam optimizer at a learning rate of 

10−3,, with a batch size of 64, for a maximum of 100 

epochs which was determined by early stopping based 

on the validation loss. The classical models were trained 

with scikit-learn using the respective default optimizd 

configurations. 

Using a workstation with an NVIDIA GPU and 32GB 

of RAM, the following software was used: Python 3.10, 

scikit-learn 1.x, and PyTorch 2.x. Random seeds were 

fixed to ensure each experiment could be compared on a 

deterministic basis across different levels of 

perturbation. 

Evaluation Metrics and Statistical Analysis 

The performance of models was measured with a 

combination of metrics formulated to capture predictive 

power, class imbalance sensitivity and predictive power, 

ranking consistency, and probabilistic reliability under 

operational stress. Accuracy indicates, with a general 

sense, how predictive the model is and is a measure of 

class predictive accuracy. However, since class 

imbalance and asymmetric degradation may occur due 

to operational disturbances, the F1-score was employed, 

in addition to accuracy, to measure class balanced 

performance. This is, assessment is taken of both 

precision and recall. 

Robustness in ranking and reliability in performance in 

the presence of distributional disturbances were 

measured using the Receiver Operating Characteristic 

(ROC) - Area Under the Curve (AUC) which gives a 

threshold independent measure of discrimination. To 

assess the reliability of the predictive power and the 

calibration of the confidence in the predictions, the 

Expected Calibration Error (ECE) was measured which 

quantifies the error between the predicted confidence 

and the empirical validation. These evaluation metrics 

go beyond conventional evaluation of models based on 

accuracy and provide a more complete analysis of the 

model’s failure under realistic operational conditions. 

Robustness Degradation Rate (RDR): 

                                    (5) 

These metrics were chosen to evaluate both predictive 

accuracy and reliability under stress. Significance of the 

statistical difference between baseline and perturbed 

conditions were evaluated using paired t-tests and 

significance level 𝛼 = 0.05. Results are reported as 

mean±standard deviation for independent runs. Where 

applicable, bootstrapped 95% confidence intervals are 

reported. 

Table 4. Evaluation metrics used for multi-dimensional reliability assessment 

Metric What it Measures Why it Matters for Deployment 

Accuracy Overall correctness Baseline performance indicator 

F1-score Class-balanced correctness Sensitive to imbalance and rare-class failures 

ROC-AUC Ranking separability Detects degradation before accuracy collapses 

ECE Confidence calibration error Captures reliability and overconfidence risk 
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RDR Normalized degradation trend Summarizes robustness across stress levels 

Reproducibility Statement 

To promote replications, all scripts and experimental 

configurations including all preprocessing and 

perturbation generation, trained model parameters, 

random seeds, etc, will be available publicly upon 

publication. Other extensive documentation will contain 

reference to the exact dataset versions, hyperparameter 

grids, software library versions, and hardware used to 

support and validate the results. The experimental 

pipeline is designed modularly to allow independent 

verification for each stress category and the associated 

patterns of failure. 

 

3. RESULT AND DISCUSSION 

3.1   Result 

This section documents the area empirical under the 

conditions of progressive deployment stress, and 

explains the degradation patterns seen for the various 

model families. The results are categorized by 

perturbation types, and are followed by an examination 

of the model robustness and calibration cross 

comparison. 

Performance Under Label Noise 

Label noise was introduced symmetrically and every 

model that was evaluated showed consistent and 

progressive model degradation with the inclusion of 

higher probabilities of noise. Models showed both 

Accuracy and F1-score degradation levels that were 

both steady and monotonically true in regrds to model 

architecture and level of degradation. In the case of the 

Linear Models of which Logistic Regression is the best 

performing they were more stable than the rest of the 

models in the lower noise range, but suffered a steep 

degradation after a moderate level of noise was 

introduced. In the case of the more advanced models 

analyzed, the Advanced mdoels and more specifically 

the Random Forest Model exhibited a comparatively 

modest slope in their degradation, and is seen to be an 

indicator of a partial degradation. Advanced models 

displayed the highest levels of degradation while also 

providing sufficient levels of noise counteracting the 

units of models. 

The impact of the noise (especially label noise) affects 

the decision boundaries and the overall average that the 

noise has on the overall Ensemble Model. The severe 

noise levels also affects every model and continues to 

show the importance of the annotations that are given. 

The Breakdown seen in the F1 Score is largely due to 

the degradation not being seen collectively in the 

Accuracy, while the degradation in the F1 Score is due 

to the model failing in the label noise case and impacting 

the Noise Labels symmetry. The degradation of the 

models can be seen in figure 3. 

 

Figure 3. Accuracy degradation under symmetric label noise. 

With label corruption ranging from 0.0 to 0.4, Figure 3 

shows the accuracy degradation as label corruption 

probability increases. Ensemble models are more 

gradual and smoother in their degradation as opposed to 

the deep networks which experience sharper drops in 

performance after moderate levels of corruption. This 

phenomenon is consistent with the existence of label 

dependence threshold effects. 

Feature Noise Sensitivity 

When additive Gaussian feature noise was applied 

instead, the degradation trends exhibited label 

corruption. In response to increased variance, linear 

models showed a gradual decline reflecting a more 

direct dependence on feature integrity. Deep and non-

linear models showed more complex responsive and 

degrading behaviors with varying degrees of resilience 

until after a critical point where they quickly collapsed. 

In certain models, the ability to separate increased by 

before the models raw accuracy. This suggested some of 

the class margins were affected even with the class 

decisions appearing to be correct which suggests the 

class performance decrease was made close to the class 
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performance decrease which often goes unmeasured in 

accuracy 

The findings presented in Figure 5 show that the models 

sensitivity to input perturbation smooths and through 

regularization explain that feature noise affects the 

integrity of the models supervision leading to the 

degradation of the models performance. 

 

Figure 4. ROC-AUC degradation under increasing feature noise variance levels 

The deterioration trends are displayed in Figure 4 with 

the presence of additive Gaussian noise. As the variance 

increases, the performance of the representations falls, 

revealing the differing robustness of the representations 

across the various architectures. Among the various 

architectures, tree-based ensembles are able to sustain a 

stable ROC-AUC score with the presence of mild noise, 

unlike linear models who achieve a ROC score with a 

significant decrease. 

Effects of Distributional Shift 

All models experienced a significant degradation in 

performance due to a distributional shift caused by class 

proportion modifications accompanied by stratified 

feature perturbations. The performance decrease when a 

distributional shift was present became more substantial 

in contrast to the performance decrease with only a 

distribution of pure noise. In contrast to the average 

score, the F1 score of the system is the most sensitive to 

the situation due to high levels of system imbalance, 

revealing an increase in misalignment of the decision 

boundaries caused by altered prior distributions. 

A calibration analysis exposed a significant increase in 

the expected calibration error (ECE) even though a 

significant drop in the overall system performance was 

not present. This results suggests a dependency of the 

blurring of the boundary of correct classification on a 

distribution shift, due to a decrease in the subjective 

confidence of a misclassification. In an operational 

setting, misleading classification due to high confidence 

on an inaccurate prediction poses a greater risk as it 

would not be perceptible to the users. 

These results show that the distributional drift is a 

fundamental structural flaw rather than an arbitrary 

perturbation. This results simultaneously in a 

deterioration in the predictive performance as well as the 

reliability of the structure. Under a progressively 

distributed shifting system, Figure 5 predicts the system 

performance and the accuracy of the system while 

measuring the calibration standard deviation. 

 

Figure 5. Accuracy and Expected Calibration Error (ECE) under distributional shift 
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Figure 5 shows a rise in ECE under shift conditions, 

whilst accuracy remains relatively stable. This indicates 

that confidence misalignment shows up before a major 

performance drop. This shows that metrics for the 

calibration can be used as early sign of deployment risk. 

Impact of Operational Constraints 

Simulated operational restraints such as lowered 

numerical precision and limited inference latency 

showed sensitivity that was dependent on the 

architecture. Classical models were unaffected by the 

precision reduction; deep neural networks showed 

significant deterioration in constrained computational 

situations. During latency constrained environments, 

inference performance was stable, but greater 

computational limitations reduced overall performance. 

The operational robustness and the statistical robustness 

of a model differ from one another. A model can be 

statistically robust, and yet fail under hardware 

restraints. This type of work raises an outstanding issue: 

the need for evaluating predictive metrics for 

deployment feasibility, especially when geared for edge-

device environments. Figure 6 shows the effect of 

operational restraints on the predictive performance. 

 

Figure 6. Accuracy degradation numerical precision and simulated latency constraints 

In the context of constrained deployment opportunities, 

Figure 6 denotes the sensitivity of performance in terms 

of predictive accuracy. Performance predictive accuracy 

decreases with the reduction in precision and the 

simulation of latency limits, especially with deeper 

architectures. This emphasizes the necessity for 

hardware-aware validation before model deployment. 

Comparative Robustness Degradation Analysis 

To analyze the degradation in robustness more 

holistically, the Robustness Degradation Rate (RDR) 

metric was calculated for each category of perturbation. 

Under noise, ensemble models had the lowest average 

degradation, while deep models had competitive noise 

performance. However, dominant performance noise 

degradation was observed more in deep models. 

No single model dominated across the categories of 

stress, indicating that the different types of robustness 

are multi-faceted and context-sensitive. Linear models 

had degradation curves that were predictable and 

smooth, while deep models showed non-linear 

degradation curves of different degrees of vulnerability 

with loss of control at various points. 

All findings corroborate the study's main hypothesis: the 

failures in deployment are varied and specific to the 

given architecture, and cannot be fully accounted for by 

a single metric, a clean benchmark approach. An 

organized analysis of the modes of failures on a 

structured basis can provide more benefits than a 

reporting approach. Figure 7 illustrates a comparative 

analysis of the rigidity of each category of stress and the 

relative elasticity of robustness. 

 

Figure 7. Robustness Degradation Rate (RDR) across stress categories 
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Figure 7 captures the RDR across various categories of 

stress and model families. The elasticity difference 

shows the varying robustness of each category of stress, 

indicating that the robustness of each category is multi-

dimensional and stress dependent. No single 

architecture shows consistent high resilience across all 

types of perturbation. 

Failure Mode Categorization 

From the identified degradation trajectories per the 

perturbation category, four reoccurring failure patterns 

were found. The first, Gradual Performance Erosion, is 

captured by what the degradation trajectory looks like 

with respect to the increasing level of perturbation. This 

is usually the case under incremental noise injection. 

The second, Threshold Collapse, describes the case of a 

rapid, disproportionate drop in accuracy after surpassing 

specific perturbation boundaries, highlighting the 

model's non-linear boundary vulnerabilities. 

The third, Calibration Drift, captures the case where, 

without a drop in accuracy, the confidence estimates of 

the model become misaligned with the truth. This 

demonstrates the model's latent unreliability. Finally, 

Architecture-Specific Sensitivity refers to the differing 

degradation patterns found among different model 

families. This is the case when the linear, ensemble, and 

deep architectures, under the same level of perturbation, 

provide different and clear robustness results. The 

developed failure taxonomy presents the different stress 

triggers and the corresponding degradation patterns and 

their diagnostic signatures. 

 

Figure 8. Failure mode taxonomy derived from observed degradation trajectories.

The four identified failure modes in Figure 8, include 

restored performance erosion, threshold collapse, 

calibration drift, and architecture-specific sensitivity. 

This taxonomy shows that failure behavior is model 

dependent and that the architecture of the model will 

determine how the degradation behavior will manifest 

itself. Calibration drift is perhaps the most indicative of 

a forthcoming drop in accuracy, demonstrating that, for 

monitoring purposes, it is critical to build early warning 

systems. 

The range of failure modes exemplifies the fact that 

model breakdown is not metric dependent and is instead 

based upon patterns and architectures. Once identified, 

structured patterns of vulnerability can inform the 

development of proactive monitoring and validation of 

deployment strategies based on specific patterns of 

operational risks. 

Table 5. Failure mode taxonomy linking triggers, signatures, and diagnostic indicators 

Failure Mode 
Primary 

Trigger(s) 

Observable 

Signature 
Diagnostic Indicator(s) 

Gradual 

Performance 

Erosion 

Noise 

(label/feature) 

Smooth degradation 

with stress intensity 

Negative slope in Acc/F1 vs 

intensity 

Threshold 

Collapse 
Shift / severe noise 

Sudden drop beyond 

tipping point 

Sharp discontinuity; inflection 

in curve 

Calibration Drift Shift / constraints 
Confidence degrades 

before accuracy 

ECE increases while Acc 

remains moderate 

Architecture-

Specific 

Sensitivity 

Any 
Different patterns per 

model family 

Divergence between 

LR/RF/SVM vs MLP/CNN 
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3.2 Discussion 

3.2.1 Implications 

Analysis shows that standard clean-data evaluation 

under represents vulnerability in deployment. Multi 

metric stress testing shows paths toward degradation and 

calibration instability that are concealed in standard 

benchmarks. Thus, the deployment validation process 

needs formal perturbation based predictive analysis and 

monitoring of the system's reliability. 

With respect to the developing of FMAP, the failure 

modes it generated are a foundation for the oriented 

evaluative stress framework. Developers should go 

beyond seeking optimal operational performance in 

systems and include degradation elasticity and 

calibration resilience in those systems as critical 

operational targets. 

3.2.2 Research contribution 

This study contributes to the understanding of the 

fragility of machine learning systems in real-world 

deployments by moving beyond singular robustness 

testing and focusing on a more systematic and multi-

faceted approach to describing failure. The study also 

shifts the framework away from optimizing machine 

learning systems for maximum performance and rather 

towards a focus on diagnosing and understanding 

performance degradation. This is important for 

evaluating and deploying machine learning systems in 

real-world environments. 

3.2.3 Limitations 

This study has limitations, of course. First, the stressors 

simulated for deployment were in a fictitious, ideal 

laboratory environment, which may be a poor 

approximation of the stressors in the real world and the 

ensuing variability. The second limitation is that the 

models analyzed were just representative model families 

and not ones with added specificity for enhanced 

robustness, which means this analysis does not consider 

any mitigation strategies. The last limitation is the 

sequential approach in the analysis of interactions from 

multiple perturbations which leaves multi-factor stress 

dynamics underexplored. 

3.2.4 Suggestions 

There are a number of ways future studies may refine 

this framework. One potential avenue is the inclusion of 

adaptive robustness and the alignment of comparative 

mitigation strategies at the same stress testing protocols. 

A further avenue involves warning mechanisms of 

imminent failure based on early drift calibrations or 

slope of degrading drift proactively. Deepening the 

study of cross-domain deployments and longitudinal 

modeling of drift will continue to enhance the realism of 

the framework. Lastly, the inclusion of energy 

efficiency and sustainability within the scope of 

resilience analysis of operational AI may yield a more 

integrated perspective on the resilience of operational 

AI. 

 

4. CONCLUSION 

A new structured framework proposed in this study has 

provided a new basis for failure mode analysis in the 

field of stress testing of machine learning models and 

provided a new basis for identifying and measuring 

machine learning robustness. The new framework 

presented in this study identifies and measures machine 

learning robustness in the presence of stress testing 

machine learning showcase models. The empirical 

findings identify and measure performance degradation. 

The empirical findings identify and measure the multi-

dimensional nature of performance degradation and the 

architecture dependence of the machine learning model. 

Empirical findings suggest that the collapse of machine 

learning model calibration and performance degradation 

are often preceded. Empirical findings suggest that 

performance degradation is often preceded by the 

collapse of machine learning model calibration. The 

context sensitive nature of machine learning model 

reliability has been reinforced by the inability of all 

models tested to demonstrate uniform performance. 

The failure mode analysis and performance degradation 

trajectory analysis formalized in this study is a 

significant contribution. The analysis of performance 

degradation is significant because it identifies and 

measures the gradual erosion of performance, the 

collapse of the performance threshold, the drift of the 

calibration threshold, and the architecture specific drift. 

The degradation of machine learning model 

performance has been analyzed and measured. The 

introduction of normalized measures of the degradation 

of machine learning models in this study has provided a 

basis for the analysis of the degradation of the machine 

learning models in performance of machine learning 

models in the presence of stress testing. The 

methodology has provided a basis for measuring the risk 

of stress testing a machine learning model against the 

model’s deployments. 

Pragmatically, the findings highlight the importance of 

incorporating stress-oriented validation in future 

iterations of the model deployment pipeline. Validation 

accuracy is not enough to affirm operational 

dependability; elasticity of robustness, stability of 

calibration, and smooth degradation are just as critical, 

if not more, particularly in deployment scenarios where 

stakes are high and resources are limited. Hence, the 

proposed framework is a component of Responsible AI, 

and offers diagnostics in the model choice and model 

performance monitoring parts of the workflow. 
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